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1. Global OpenNet Basics

1.1. Required Information to Access Global OpenNet

Windows users can access GO using one of these secure methods for logging in to the GO
system: 1) RSA Hard Token; and 2) RSA Soft Token.

NOTE: This is a Windows-based guide! For Mac users, see the “GO User Guide for
Mac ” for instructions on accessing GO.

Global OpenNet (GO) users must provide the following information to access the system:

1. OpenNet Username
2. OpenNet Password

3. Access Token passcode (generated for you by one of the Access Tokens you have
received — see Figure 1.1 below).

NOTE: If you do not have an Access Token, please contact your local IT administrator.

1.2.

Introduction to Your Access Token

An Access Token contains a unique timed code needed to log onto the GO System. It is
generated by either a physical device (Hard Token) or software (Soft Token) installed on a
device you already have; i.e. a BlackBerry mobile device. Access Tokens generate a one-time
passcode that you will use each time you access the GO System. The Figure 1.1 below describes

the Access Token types.

Access Token Type

Description

What it looks like

RSA SecurlID SID700
Hardware Token

Also known as the RSA
Hard Token, used to access
the GO system.

Physical device (Hard Token) that
generates a one-time numeric 6-digit
passcode used in combination with a
user-defined, 6-digit Personal
Identification Number (PIN) to access
the GO System.

1159 159

-~
)
MU

RSA SecurlID Software
Token

Also known as the RSA Soft
Token because it is a
software token which can be
loaded onto another physical
device; e.g. a BlackBerry
Mobile device.

Software installed on your BlackBerry
mobile device. Similar to the Hard
Token, it generates a one-time 8-digit
numeric passcode that is used in
combination with a user-chosen, 6-digit
PIN to access GO.

NOTE: Other mobile devices may be
approved in the future to host the Soft
Token.

0068 1396

Figure 1-1: Global OpenNet Access Token Types
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2. GO Access and Setup

2.1. GO System Access and Setup

Before logging into the GO system, it is necessary to follow this preliminary system setup
procedure. Please go through these initial steps before performing any of the procedures that

follow later in this document.

Steps

Screen

1. Access the GO System by
opening your browser and
entering http://go.state.gov. On
the GO Home Page, touch the
“Required System Setup” tab at
the top of the page, and in the
drop down menu, select
Required System Setup-
Windows. After selecting it, the
Required System Setup page will
appear below, as shown on the
right.

Raquitad.Systam-Satup I B e
' Required System Setup - Windows I

Required System Setup - Mac age Board

Required System Setup - Kiosk
SYSTEM STATUS 85 01 12152012 110 15SUE 10 TepOrt.

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access, and supports
the installation of the citrix plug-in (available to download from the GO logon site); however, Mobile Computing is not
currently equipped to diagnosis Windows 8 connection difficulties

REQUIRED SYSTEM SETUP

My
Ay
Windows
» Install Java
» Install Citrix Plug-In
» Install Printing Software

Additional Information

» Disable pop-up blocker in your browser (See "HELP")
» User Guides

For help, please contact the IT Senvice Center (ITSC) at 1-877-246-9493 if you need assistance after you have completed
the i ion steps as outlined in the GO User Guides.

Home | Required System Setup | HELP | Check Your Connection Speed | User Guides
U.S. Department of State - Global Openhiet

2. Ensure TLS v1.0 is enabled in
your browser. To do this, in
Internet Explorer navigate to
"Tools" > "Internet Options",
and then select the "Advanced
Tab", and check mark "Use
TLS v1.0" if it is not already
check marked, as shown in the
screen. Click on the Apply then
OK button.

All screens are from Windows
Internet Explorer. If you are using
Mozilla Firefox, Google Chrome, or
another web browser, equivalent
“Internet Options” screens With
equivalent “Advanced” settings can

be displayed.

Internet Options

General | Security | Privacy || Content || Connections Progral:s| ndvanced[

Settings

[ Ernpty Termparary Internet Files Falder when browser is cle ~
Enable native XMLHTTP suppork
[ Prishing Filer

RERHIREO
Q0o®

v
¢ ' >
*Takes effect after vou restart Internet Explorer

[ Restore advanced settings ]

‘ou should only use this if your browser is in an unusable state.

Reset Internet Explorer settings

Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

.@- Some settings are managed by vour system administrator,

oK l [ Cancel
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Steps Screen

3. Return to the “Required System ~ 0 —lll
Setup” screen. Install Java then )\ U.S. DEPARGM EN-T-@I;@J@
Install Citrix Plug-in by =T/ /
selecting the appropriate links as
shown in the screenshot to the

right. Follow the on screen setup [
I nStrUCt I Ons fo r bOth " CO m p I Ete ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access, and supports

the installation of the citrix plug-in (available to download from the GO logon site); however, Mobile Computing is not

the Java install before starting the curnty squpped o dagnoss Windows § comecto dficuties
Citrix install. After installing

- REQUIRED SYSTEM SETUP
both Java and Citrix, open e
http://go.state.gov and log in _
with your Username, Opennet

Password, Pin and Token as Additional Information
- - - - » Disable pop-up blocker in your browser (See "HELP"
outlined in following section. e Gt e ST

For help, please contact the IT Senice Center (ITSC) at 1-877-246-9493 if you need assistance after you have completed
. ; ; “ . . the steps as outlined in the GO User Guides
NOTE: Wait to install “Printing -

Home | Required System Setup | HELP | Check Your Connection Speed | User Guides

Software” until after you have i s S o
successfully logged in.
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2.2. Log In With your RSA Hard Token @ T

Perform the steps below to initially create your PIN using your RSA Hard Token, and to then
login to the GO system using your PIN plus the RSA Hard Token passcode.

Steps Screen

1. Onthe GO home page, read and —
accept the system authorization and 4 )\ U.S. DEPR R'T'MEN'T-@
consent notice, and then select the Eioba NG "
“l agree” button below the notice. Home

GO Message Board
SYSTEM STATUS as of 12/18/2012 No issue to report

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform wil support GO access. and supports
the installation of the citrix plug-n (available to download from the GO logon site); however. Mobile Computing is not
currently equipped to diagnosis Windows 8 connection dificulties

NOTE: For instructions on using a — - —
MaC SyStem to access GO, CIICk On monitoring consent notice. Please use the scroll bar to the right.

You are about to enter a Department of State computer system or network Use by

. . c - unauthorized persons, or for unauthorized personal business, is prohibited and may
thefbllOWlng llnk . G O User G u I de constitute a violation of 18 U.S.C. 1030 and other Federal law, as well as applicable

Department policies and procedures.

2 You have NO REASONABLE EXPECTATION OF PRNACV M\He using
or iviac . systom o ntwork Al dsa consned andor aciviie. pofomed
——— i i recorded, 1 i any

y give law
officials or appropriate Depatment managers any Sctaell wktance of i il o
employee misconduct found on this computer system or network, and employees may
be subject to discipline for misuse. Furthermore, law enforcement officials may be
authorized to access and collect evidence from this computer system or network, or
from any portable devices that have been connected to this computer system or network.
therefore:

» USE OF THIS COMPUTER SYSTEM OR LETWORK sv ANY USER
iz’ E

» IF YOU HOTC’J NSENT TO THIS MONITORING, OR IF YOU ARE NOT AN
LEASE CLOSE YOUR BROWSER TO EXIT THE SYSTEM
HORIZED USER AND CONSENT, PRESS "l AGREE" TO

IZE
i ARE
INDICATE YOU AGREE TO AL “ TATED HEREIN

2. When the Log on page displays, —— -l
select the icon corresponding to your ' o DEPAR'T""'EN'T‘@'

‘ Global OpenN
Windows Operating System (OS). \ gotel CPRQ of _o—

GO Message Board
SYSTEM STATUS as of 7/25/2013 No lssuss to Report

ANNOUNCEMENTS): No Announcements at this time

Log on
[ ” [T
ll," am &
Windows Windows § " Kiosk

3. Clicking on the Windows icon will 7. DRBE T GRS
bring up the GO Sign In screen, as o i s
shown on the right. s @ Global OpenNet

User Name ‘
OpenNet Password |

PIN + Token Code ‘
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Steps

Screen

4. Now look at your RSA Hard Token;
it automatically generates a one-time
6-digit numeric passcode. This token
passcode is automatically
regenerated every 60 seconds.

5. After entering your OpenNet User
Name and Password, enter this token
passcode only into the “PIN + Token
Code field and select Sign In.

NOTE: Entering your token passcode
without a PIN is valid initially to create
your PIN. Once your PIN is created and
for all subsequent logons, you will need
to enter the PIN + Token Passcode, as
documented in Step 6 below.

@, U.S. DEPARTMENT OF STATE
Global OpenNet

User Name | Doesx

OpenNet Password loooooooooooo

I PIN + Token Code ‘ I

User Name Jane Doe

OpenNet Password RRRRRRERTAREN

PIN + Token Code

Kk kX

6. You will be prompted to create a new
6 digit PIN. Enter it twice and select
Save PIN.

*@

=

Welcome to the

Instant Virtual Extranet

& New PIN Required

You must create 3 new Personal Identification Number (PIN) before you Can sign in. Your PIN should be 6 characters long

|
Confem PIN

7. Next, to Login, enter your OpenNet
Username and Password and in the
PIN + Token Code field, enter the
PIN you just created and the one-time
passcode and select Sign In.

Example: If your PIN is 111111 and
the passcode displayed is 222222 then
you would enter 111111222222 in the
PIN + Token Code field.

NOTE: To continue logging in to GO,
please continue with Section 2.4, Step 5
below. Otherwise, the section
immediately below explains the RSA Soft
Token.

@, U.S. DEPARTMENT OF STATE
Global OpenNet

User Name | Doesx
OpenNet Password m

PIN + Token Code ‘ I

User Name Jane Doe

OpenNet Password Rkkkkkkkkkihk

PIN + Token Code

Fededededek hkk ek
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2.3. Log In With an RSA Soft Token (On Your BlackBerry)

2.3.1. Installing an RSA Soft Token on Your BlackBerry

Perform the one-time steps below to install the RSA Soft Token on your BlackBerry device.

NOTE: Exact screens will be determined by the model of BlackBerry device you have;
e.g. in some cases the Download folder referenced below will be the

Applications folder.

Steps

Screen

1. Navigate to the Downloads (or
Applications) folder on your
BlackBerry and open that folder.

2. Select the RSA SecurlD icon
(which is pushed out automatically
to all centrally managed Black-
Berry devices).

3. Now press the Menu a button
on the BlackBerry device—you
will then be asked to accept the
license agreement. Scroll to
"Accept" and press the trackball to
accept the license agreement.

NOTE: After you accept the license
agreement, the BlackBerry device will
automatically retrieve the RSA
seedkey. (You need a good signal for
retrievall)

July 26, 2013
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Steps

Screen

4.

If the RSA seedkey has not been
retrieved successfully, when you try
to launch your soft token, you will
receive the message as shown on
the right.

NOTE: If the RSA Soft Token has been

retrieved successfully, skip to
Step 8 below.

.N—‘m — A
*2zBlackBerry"

RSA SecurlD

No tokens imported.
Contact your administrator.

In that case, press the a menu

button and highlight “Import
Token” from within the RSA
application on your BlackBerry and

click “Enter”

*¥2BlackBerry

Import Token
About
Settings
Help

Close

Switch Application ke

‘Import Token’ should be
highlighted in the next screen and
you should once again click the

‘Enter’ button. to complete the
process.

Import Token
oh Code: Ef3206007

Enter URL: https://
leegorsall.appservices.state.sbu:7004/

ctkip/services/CtkipService

[ secunt

|H||
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Steps

Screen

7. Next, you should see the token
being imported, with a status bar
displayed until it completes. The
RSA soft token should now be
correctly imported and ready to use.

Import Token

Enter URL: https://
eegorsall.appservices.state.sbu:7004/
tkip/services/CtkipService

Please wait...

W 11\‘ '"l” il
M Y |||.||‘¢ I 5wy

8. Whenever you click on the RSA
SecurID icon (depending upon your
device, located in either the
Downloads or Applications
folder), the RSA software generates
a random number, that you will use
(along with your RSA Soft Token
Pin) to logon to GO.

9. Now please continue on to the next
section to create your RSA Soft
Token Pin.

NOTE: The number generated will
display for approximately 60 seconds.
If you need another number, just click
on the RSA SecurlID Icon again.

2989 G028

- - —
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2.3.2. Creating your RSA Soft Token PIN

Once you have performed the one-time procedures in the previous section, you can create the
Personal Identification Number (PIN) for your RSA Soft Token.

Steps

Screen

1. Onthe GO home page, read the
system authorization and consent
notice, and then select the “I agree”
button below the notice.

T

\U.S. DEPARTMENT=0FEgSiTATIE!

Global OpenNet

B

(U008 Required System Setup | HELP J| Check Your Connection Speed

GO Message Board
SYSTEM STATUS as of 12/18/2012. No issue to report

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access, and supports
the installation of the citrix plug-in (available to download from the GO logon site); however. Mobile Computing is not
currently equipped to diagnasis Windows § connection dificulties

In order to access this system you must read and accept the following system
monitoring consent notice. Please use the scroll bar to the right.

You are about to enter a Department of State computer system or network. Use by
unauthorized persons, or for unauthorized personal business, is prohibited and may
constitute a violation of 18 U.S.C. 1030 and other Federal law, as well as applicable
Department policies and procedures

You have NO REASONABLE EXPECTATION OF PRIVACY while using this computer
system or network All data contained and/or activities perormed herein may be
monitored, intercepted, recorded, read, copied, or captured in any manner by authorized
personnel. System management personnel of supenisors may give law enforcement
officials or appropriate Department managers any potential evidence of crime, fraud, or
employee misconduct found on this computer system or network, and employees may
be subject to discipiine for misuse. Furthermore, law enforcement officials may be
authorized to access and collect evidence from this computer system or network, or
from any portable devices that have been connected to this computer system or network
therefore

» USE OF THIS COMPUTER SYSTEM OR NETWORK BY ANY USER.
AUTHORIZED OR UNAUTHORIZED, CONSTITUTES EXPRESS CONSENT TO THIS

MOH
» IF YOU DO NOT CONSENT TO

AUTHORIZED USER PLEASE Ci
» IF YOU ARE AN AUTHORIZED

MONITORING, OR IF YOU ARE NOT AN
E YOUR BROWSER TO EXIT THE SYSTEM
ONSENT, PRESS "| AGREE" TO

2. When the Log on page displays,
select the icon corresponding to your
Windows Operating System (OS).

NOTE: For instructions on using a
Mac system to access GO, click on
the following link: “GQO User Guide
for Mac”.

SUAE

(P Required System Setup | HELP | Check Your Connection Speed

GO Message Board
SYSTEM STATUS as of 12/18/2012 No issue to report
ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access, and supports.

the installation of the citrix plug-in (available to download from the GO fogon site), however, Mobile Computing is not
currently equipped to diagnosis Windows 8 connection dificulties.

Log on
| [e
Wlndo’ws Mac Kiosk

3. Clicking on the Windows icon will
bring up the GO Sign In screen, as
shown on the right.

U.S. DEPARTMENT OF STATI
-~ Giobal OpenNet

User Name }

OpenNet Password ‘ [ ‘
|
|

PIN + Token Code

July 26, 2013
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Steps

Screen

4. Enter your User Name and OpenNet
Password. Next, access your
passcode on your BlackBerry device,
and then enter your Soft Token
passcode only into the “PIN + Token
Passcode (RSA)” field and select
Sign In.

NOTE: Entering your token passcode
without a PIN is valid initially to create
your PIN. Once your PIN is created, and
for all subsequent logons, you will need
to enter the PIN + passcode as
documented in Step 6 below.

@» U.S. DEPARTMENT OF STATI
Global OpenNet

User Name Miﬁx’
OpenNet Password _|eeeeeeeeeeee

PIN + Token Code "

User Name Jane Doe

OpenNet Password Rikikiekkkikhk

PIN + Token Code

kkkdkkkkk

5. You will be prompted to create a new
6 digit PIN. Enter it twice and select
Save PIN.

NOTE: This step is required one time
only. Once you have created your PIN, you
will not see this screen again.

=,

Welcome to the

Instant Virtual Extranet
i) New PIN Required

You must create 3 new Personal Identification Number (PIN) before you can sign in. Your PIN should be 6 characters long

6. Next, to access GO, enter your
OpenNet Username and Password
and, in the PIN + Token Code field,
enter the PIN you just created and the
one-time passcode (no spaces) and
select Sign In.

Example: If your PIN is 111111 and
the passcode displayed is 22222222,
then you would enter
11111122222222 in the PIN + Token
Code field.

NOTE: To continue logging in to
GO, please continue with Section
2.4, Step 5 below.

@, U.S. DEPARTMENT OF STATE
7_! Global OpenNet

User Name | Doesx

1 Openhet Password |000000060000

PIN + Token Code l I

User Name Jane Doe

OpenNet Password Rkkikikkkhihr

PIN + Token Code

Fekddodok kkkkkkkk

July 26, 2013
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2.4. Completing Access to the Global OpenNet (GO) System

No matter which type of Access Token you have, the initial steps for accessing the GO System

are the same for all users. When you reach the GO “Login” screen, depending on which type of
token you are using (RSA Hard Token or RSA Soft Token), you will login with the appropriate
PIN and Token passcode. Perform the steps below to access to the GO System.

Steps Screen

1. Access the GO System by
opening your browser and
entering http://go.state.gov.

=) w 68 htip:/s y
@ ) - | B8 http:/fgo.state.gov)

H
S
-x-. AWMII‘#-\" -|-\rh-\-\“ll" - ‘ﬂ-r."x.u— el -\}?f

2. Read the system authorization o >
and consent notice, and then P} U.S. DEPRRTMEN T-onaS e

X ¥ Global OpenNet ‘
select the “I agree” button = :

below the notice. Home

GO Message Board
SYSTEM STATUS as of 12/18/2012. No issue to report
ANNOUNCEMENT: Prefiminary testing has shown that the Windows 8 platform will support GO access, and supports
the installation of the citrx plug-in (available to download from the GO logon site). however, Mobile Computing is not
currently equipped to diagnosis Windows 8 connection dificullies.

In order to access this system you must read and accept the following system
monitoring consent notice. Please use the scroll bar to the right.

You are about to enter a Depatment of State computer system or network. Use by
unauthorized persons, of for unauthorized personal business, is prohibited and may
constitute a wolation of 18 U.S.C. 1030 and other Federal law, as well as applicable
Department policies and procedures

You have NO REASONABLE EXPECTATION OF PRIVACY while using this computer
system or network Al data contained and/or actiities performed herein may be
monitored. intercepted. recorded, read, copied, or captured in any manner by authorized
personnel. System management personnel or supenisors may give law enforcement
officials or approprate Department managers any potential evidence of crime, fraud, or
employee misconduct found on this computer system or network, and employees may
be subject to discipiine for misuse. Futhermore, law enforcement oficials may be
authorized to access and callect evidence from this computer system or network, or
from any portable devices that have been connected to this computer system or network
therefore

» USE OF THIS COMPUTER SYSTEM OR NETWORK BY ANY USER
AUTHORIZED OR UNAUTHORIZED, CONSTITUTES EXPRESS CONSENT TO THIS
MONTORING

» IF YOU DO NOT CONSENT TO THIS MONITORING, OR IF YOU ARE NOT AN
AUTHORIZED USER PLEASE CLOSE YOUR BROWSER TO EXIT THE SYSTEM

» IF YOU ARE AN AUTHORIZED US| PRESS "I AGREE" TO
INDICATE YOU AGREE TO AL ATED HEREIN

ND CONS!

1 agt

For help, please contact the IT Service Center (ITSC) at 1-877-246-9493 if you need assistance after you have completed|
the installation steps as outlined in the GO User Guides.

Home | Required System Setup | HELP | Check Your Connecton Speed | User Guides
U5 Department of State - Giobal Openliet

3. Once you click on the “T agree” ——— —
button, the “System Login and : U.S. DEPRRTMENT~0RSTATE
S

Global OpenNet ‘

—

shown on the right. Select the -

appropriate icon for your 6 Reasege mourd
planned Login System, in this SYSTEM STATUS as of 12/18/2012 No issue to report

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platiorm will support GO access, and supports

C ase Wi n d OWS the installation of the citrix plug-in (available to download from the GO logon site); however, Mobile Computing is not

Information” screen appears, as

currently equipped to diagnosis Windows 8 connection dificulties

Log on
L/ =
s (¢
Windows Mac Kiosk
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Steps Screen
4. Enter your OpenNet Username, W5 REEARINVENT OF STAT]
Password, and Pin + Token " Global OpenNet
Passcode; and then click “Sign
In”. User Name = }
OpenNet Password [eeeessessses |
a.For RSA Hard Token: Enter s ks il
a numeric, 6-digit PIN + a
numeric 6-digit RSA Hard
Token passcode.
User Name Jane Doe
b.For RSA Soft Token: Enter a ° OpenNet Password KRR RKKKR
numeric, 6-digit PIN + a PIN + Token Code FH R TRk TRRRHE
numeric 8-digit RSA Soft
Token passcode.
User Name Jane Doe
See sections 2.2 and 2.3 above ° T
in this document for paSSCOde PIN + Token Code Sededededed hkkdekdodek
details.
5. When first accessing the GO Y S
System, users are prompted to G i
enter their Active Directory
(AD) domain (in DC Metro e
area, usually washdc). This !
action must only be
performed once. \
Enter your Active Directory
Domain and select Save
Changes.
6. You will now see the GO G®
System Desktop Launch Screen.
Select User Desktop to launch =
a remote desktop session. [
€9
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Steps

Screen

7. Also when first accessing the
GO System, users are prompted
to install the “Juniper
SetupClient.cab” add-on. This
action must only be performed
once. Next, click "Always™ if
prompted to complete the
installation.

8. The User Desktop will now
launch (the first time may take
up to 5 minutes — be patient!);
thereafter the Desktop may take
up to 30 seconds to display,
depending upon your
connection). You may now
access applications either from
the Start menu or from the User
Desktop itself.

NOTE: The initial GO desktop will
display with only the Recycle Bin.
You may customize by adding
application icons and changing
some of your desktop settings as
you would your Windows desktop.

]
cimpx

T
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Steps

Screen

9. Your desktop operates in the
same way as your OpenNet
desktop. Select the Start menu
to display all available
applications.

NOTE: It is very important to Log
Off properly after using the GO
system. Always “Log Off ” using
both Step 10 and Step 11.

10. First, to log out of the User
Desktop, you must use the
following method:

1. Click on the Log off button
in the Start menu (lower
left).

July 26, 2013
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Steps

Screen

11. Second, to end your remote
session, click on the “Log Off”
button on the upper right, as

shown in the figure on the right.

A

Always use the “Log Off”
button to terminate a session.

—

Logged an as: boissyod

Main

Hint Unabile to find the resource you need? Use Search to locate it foryou. X

July 26, 2013
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2.5. Mapping a Network Drive

Your H (Home Directory) network drive should already be available. However, if after following
steps 1 and 2 below to check mapped drives, the additional drives you need do not appear,
proceed with mapping. You will need the correct network drive path. When asked to select a
drive letter, you can select any available letter from | thru Z.

IMPORTANT: Before you attempt to “map” to a network drive, you will need the correct drive
path, which you can obtain while logged on to your office OpenNet computer. To do so, right
click on “My Computer” and then click on “Explore”—the Network Drives will be listed on the
right, with the path included:

Example: If the path shown is:
POL on ‘dosintus.domain.state.sbu\tappublic$\Officeshare$’ (P:)

The network drive path you would type to map your network drive in GO is:
\\dosintus.domain.state.sbu\tappublic$\Officeshare$\POL

SUGGESTION: Once you know the network drive path(s) to your additional office share(s)
etc., you can email yourself your drive path/network share path, and when opening the email up
in GO, you will have the drive path available to copy/paste when mapping your network drive
while in GO. Otherwise, if you are not sure what drive path to use, please obtain the correct path
from your local IRM systems staff or local system administrator, prior to attempting to map to
additional network drives.

NOTE: Drive letters A— H are reserved for system mapping and should not be used.

Steps Screen
1. From your.GO pUbIIShed t-.“n Remate Deskkop Connection 3
desktop, click on Start, and then f'-‘---
click on Documents. @ tiermet Explorer R

25| picrosoft office word 2007 fhccesslietters \ier

> All Programs
I |Search programs and Files l‘_]_‘] Log off >|

£ 7start
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file://dosintus.domain.state.sbu/tappublic$/Officshare$/POL

Steps Screen

2. When the screen shown to the Lo i b
right displays, click on
“Computer”, and a list of

¢ Favorites

mapped drives will display on __ & oo e —

5l Recent Places

% Computer
% DemersPG (\esocosentzn 0femuser 100) )

the right side under “Network
Location”. Check to be sure the
drive you require is not already

mapped.
] [ B e PR e
B oscornec Sengs
3. Next, right click on G —
’ 4l Downloads
“Computer” and click on “Map £ Recent Places 72,5 G free of 52.6 GB

+ Mebwork Location (1)

network drive...”.

= i3 Computer

Pl RV

= Collapse
] e LOCA! DS

[F — Mes Valume (D)
5 ChhurnC (1 es0co

Cpen in new window

Map network drive, ..

LSO e U TTEUSTE, U

?! Metwiark
Add a network location

Delete
Rename

Properties
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Steps Screen

4. GO should automatically map

users to their Network Drive/ =
S 2 Map Network Drive
folder that they use at work. -
However, if your personal H: S s e e
drive iS nOt ava”able, or yOU Specify the drive letter for the connection and the folder that you want to connect to:
wish to connect to additional e |21 |
folders for common Office Files Fotder: | [\dosiius do-man sttesoutoppublics Officsor =] | Browse..
etc., follow these steps:
e Select a drive letter that has T Commect wing Siferent credentials
not been used. (Drive letters Connect to a Web site that you can use to store your documents and pictures.
A — H are reserved for
system mapping and should
not be used when mapping

additional drives.) Cancel

e Type in the network path
to the drive on the Folder
field (the path in the screen
on the right, ‘dosintus.do-
main.state.sbu\tappublic$\Of
ficeshare’, is only an
example).

e Check the “Reconnect at
logon” box if you want this
drive to automatically map
every time you are logged
into GO.

e Then click Finish.

5. Your mapped network drive
Should nOW appear under the Q\i_)v |;5 ~ Computer = v IKLIH Search Computer
N etWO rk LOCa.ti O n I i St. Organize v  System properties  Uninstall or change & program  Map network drive  Open Contral Panel ﬁi
¢ Favorites “ Hard Disk Drives (2)
Bl Deskiop Local Disk (C:) New Yolume (D:)
% Downloads 07 33550 free of 556 G0 ‘ =4 ‘74.7 GE free of 74,5 GB

] Recent Places
I‘ Metwork Location (2) I

W computer ~ Chhumck ~ softwars (||onewashdnabl) (21
= 7 (lesocossrtaplOMrmuserf|Sasa) (... | &= =
&L Local Disk (C:) ;l/ I | ._‘ 19.9 GE free of 48.0 GB

(a New Yolume (D)
8 ChhumCH (Vesocaeen
3 softwsre (Yionewashd

€ Network
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2.6. Connecting to a PST Filein GO

In order to connect to a PST file, which is a Personal Folder file (.pst) in Outlook, you should
have available the path to your Network folder and the location of your PST files. The path to
your Network folder may be needed if it was not automatically mapped when accessing GO.

Important: Refer to section “2.5. Mapping a Network Drive” above for information on
obtaining the drive/network folder path required by using your office Desktop computer.

Otherwise contact your system administrator.

Steps

Screen

1.

From your GO Desktop launch
Microsoft Outlook.

[ Inbox - Microsoft Outlool
3 Eile  Edit View go[ Tools I&ctions Help
. —
iednew - g g X

R Instant Search .
Mail P

—— [l Address Book...  Ctrl+Shift+B |

Send/Receive 3

dialog box, click on the Data
Files tab and click on
“Add...”.

2. Click on Tools then scroll EToon | % Organize
dOWﬂ and C||Ck on ACCOUHt [ sentItems (51 Rules and Alerts...
Settings_ .. Pail F°'df"5 Out of Office Assistant...
}l]AII Mailtems Mailbox Cleanup...
=l 25F Mailbox - Chhum, <1 . .
3 Citrix @ Empty "D eleted tems” Falder
@ Deleted tems (1) @ Recover Deleted Items...
2| Drafts 1] Farms 3
[ S Inbox i200) - )
4 INFO Macra »
L'd Junkc E-mail I Account Settings...
[ MC =
3. From the Account Settings Account Settings

Data Files
Outlook Data Files

'E-maill Data Files |FSS Feeds | SharePoint Lists | Internet €

LoAdd,. |25 Settings,., @ Set as Defaul X Remaw

Mal P | Filename
Mailbal b, Charlie ¥ Mat available

4. Highlight the “Office Outlook

Personal Folders Files (.pst)”
and click OK to continue.

New Outlook Data File x|

Twpes of storage:

Ciffice Outlook Personal Folders Fils (.ost)

Description

Provides maore storage capacity For ikems and Folders,
Supports multilingual Unicode data, Mot compatible with
Outlook 97, 98, 2000, and 2002,

oK I Cancel
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Steps Screen

zl

5. A “Restrictions” warning box —
may appear at thiS po i nt I g no re E\_/:' ::;st:naear:;?nr;;;a:t:relen cancelled due to restrictions in effect on this computer. Please contact your
this warning and just click OK.

If the “Restrictions” box displays
again at any point, always ignore

and click OK.
6. To select an existing PST file 0 e e oo |
- = - Comp... = ChhumCx (\lesocoeentapld... - - Search ChhumC ('
from your home drive, scroll ?u r-ﬂN H: 2 @ v
rganize v ew Folder
down and select your mapped . (st
home drive on the left side of B oot o e e
the panel. Once your drive is dne wirpows 2t
 videos (2] BackupEmail G/4fz01
selected, you can see all of your R ——— o
files on the right side of the e | S o
panel' H Ighllght and. SeIeCt I ‘f/zg:umn;n:\{e:‘o\cueentap1( s -
your PST file and click OK. o et et
M Metwork
s | e
NOTE: If you do not see your PST e
- . - Save as type: |Personal Folders Files
file, go to “Section 2.5 Mapping a
Network Drive” above and follow = ot ] [ |

the steps to map your Network
folder. Then return to continue with
this Step 6.

7. Click OK again to accept this =
PST file. And finally, click General |
Close to exit. Mame: |Persona| Folders

Filemarne: | H:\Personal Falders(1).pst

Farmat: | Personal Folders File
e — | Changes the passwqrd used to access
the personal folder File
Reduces the size of wour personal
Compact Flow | Folder file e

Zamment
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Steps Screen

8. Click Add again if you want to x
add an additional PST file, or ata Fies

Qutlook Data Files
click Close to go back to

Outlook E-mai  Dats Fies | Rs Feads | sharePoint Lists | Intemet Calandars | Publihed Calendars | Address Books |
I o Add.., Ig? Settings... @ SetasDefaul X Remove (=) Open Folder..,
Marme: ‘ Filename | Caornment ‘
Mailbox - Chhum, Charlie % Mot available Default
Personal Folders Personal Folders(1).pst in H:

Select a data file in the list, then dick Settings for more details or click Open Folder to display the 1ol e Mare. . |
folder that contains the data filz. To mave or copy these Fles, you must First shut down Outlaok,

I Clase | I

=0 FSIIWIIAL T SIS - VI IR UL

9. You should now see your
mapped PST file in the Mail
Folders in Outlook on the left

File Edit View Go Tools ¢

Bilew - | g5 23 K | CaReply

panel Mail « g
Favorite Folders % ||| searc
lJ_-, Inbox (200) Arran
= Senttems
| Mail Folders I A ||= o
L1 All Mail Ite ms =
=) 25 Mailbex - Chium, k= |2 R
3 citrix =
@ Deleted tems (3} i
L7 Drafes [10] =
[ Inbox {200} [Received: Maon
[ INFO Subject: from 1
[ Junk E-mail [FowerPint doc
L-g e Size: 2 ME
L= Outhox =
L) Rss Feeds
3 5coMm = A
L= sent Items R
LG Search Falders =
=3 Persanal Falders R
,,,,, =
L~ Mail J
= oA
| Calendar F
=
2= contacts [

July 26, 2013 22 GO User Guide for Windows




2.7. Install Printing Software for Windows

After successfully logging into the GO system, you can then install the printing software. The
GO user can install printing software for Windows-based computers from the same “Required

System Setup” page.

Steps

Screen

1. When you select the “Required
System Setup — Windows” from
the “Required System Setup” tab
on the GO home page
(http://GO.State.Gov), click on
“Install Printing Software”
under the Windows icon.

.

—l
WS DEPARmMEN-T-@EgS@

) Global OpenNet ‘

Required System Setup - Windows
Required System Setup - Mac

Required System Setup - Kiosk
USas ol G12012. No 155Ue to repol

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access, and supports
the installation of the citrix plug-in (available to download from the GO logon site); however, Mobile Computing is not
currently equipped to diagnosis Windows 8 connection difficulties

REQUIRED SYSTEM SETUP

e/
Ay

Windows
» Install Java

a jtrix Plug.ln
» Install Printing Software
Additional Information

» Disable pop-up blocker in your browser (See "HELP")
» User Guides

For help, please contact the IT Sevice Center (ITSC) at 1-877-246-9493 if you need assistance after you have completed
the i ion steps as outlined in the GO User Guides.

Home | Required System Setup | HELP | Check Your Connection Speed | User Guides
U.S. Department of State - Global Openhet

2. When the “Do you want to run
or save this file?” screen
appears, first click on “Save” and
“Save the ScrewDrivers Client”
to your system locally, then click
on Run.

File Download - Security Warning [

Do you want to run or save this file?

A Name: ScrewDrivers Client v4 (ica only}.msi
L Type: Windows Installer Package, 1.87MB
From: go.state.gov

[ Bn J[ seve J[[_Concel ]

| | While files from the Intemet can be useful, this file type can
ﬁ/ potentially ham your computer. If you do not trust the source, do not
= run or save this software. What's the risk?

3. When the “Run — Don’t Run”
window displays, click on the
“Run” button.

Internet Explorer - Security Warning [

Do you want to run this software?

i_. 1 Name: ScrewDrivers Client v4 (ica only)
;.—.

Publisher: Triceratinc.

@ More options [ Run [ Don't Run ]

| ’l While files from the Internet can be useful, this file type can potentially harm
@/  your computer. Only run software from publishers you trust. What's the risk?
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http://go.state.gov/

Steps

Screen

4. The InsallShield Wizard will
display a Progress screen.

’.ﬁ ScrewDrivers Client v4 (ica only) - InstallShield Wizard

o es
Installing ScrewDrivers Client v4 (ica only)

The program features you selected are being installed.

~°

J] Please wait while the InstaliShield Wizard installs ScrewDrivers Client v4 (ica
only). This may take several minutes.
Status:
-_— ——
InstaliShield
5. Confirm the installation by 1) ScrewDrivers Client vd (ica only) - InstallShield Wizard ==

clicking on the “Finish” button.

6. After finishing the installation
successfully, printing is enabled
in the GO system from the
workstation.

The InstaliShield Wizard has successfully installed ScrewDrivers
Client v4 (ica only). Click Finish to exit the wizard.
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2.8. GO System Log-Off

It is very important to Log Off after using the GO system. Otherwise, the session will remain
open in the system, tying up servers and blocking access for others, and possibly compromising
security. There are two important steps to complete Log Off, as shown in Step 1 and Step 2
below. Always “Log Off” using both of these two steps, in the order and the manner shown.

Steps

Screen

1. First, to log out of the User
Desktop, you must use the
following method:

1. Click on the Log off
button in the Start
menu (lower left).

2. Second, to end your remote
session, click on the “Log
Off” button on the upper
right, as shown in the
figure on the right.

A

User Deskton

Applications (§)

[ ] ) faz by ) =
Always use the “LOg Off” dobe Reader Intemet Explorer Microsoft Excel Mitrasoft Qutlogk \.m:ln;;::
button to terminate a B s
session.
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Steps Screen

3. The GO Home Page screen T—
shown here is displayed to [ \U.S. DEPARIBMENT~
confirm the successful exit . % Global OpenNet

from the GO system. : —
Home
4. Close the GO Home Page, o

by Selectlng “Close Tab” SYSTEM STATUS as of 12/18/2012. No issue to report

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access. and supports
fro m th e Fi I e m e n u 0 r the installation of the citnx plug-in (available to download from the GO logon site). however. Mobile Computing is not
] currently equipped to diags Windows 8

CI ICkI ng the X in the upper In order to access this system you must read and accept the following system
ri g ht Of th e screen. monitoring consent notice. Please use the scroll bar to the right.

You are about to enter a Department of State computer system or network. Use by
unauthorized persons, or for unauthorized personal business, is prohibited and may
constitute a violation of 18 U.S.C. 1030 and other Federal law, as well as applicable
Department policies and procedures.

You have NO REASONABLE EXPECTATION OF PRIVACY while using this computer
system or network All data contained and/or actiities performed herein may be
monitored, intercepted, recorded, read, copied, of captured in any manner by authorized

System p of sup may give law enforcement
officials or appropriate Department managers any potential evidence of crime, fraud, or
employee misconduct found on this computer system or network, and employees may
be subject to discipline for misuse. Furthermore, law enforcement officials may be
authorized to access and collect evidence from this computer system or network, or
from any portable devices that have been connected to this computer system or network
therefore

» USE OF THIS COMPUTER SYSTEM OR NETWORK BY ANY USER.
AUTHORIZED OR UNAUTHORIZED, CONSTITUTES EXPRESS CONSENT TO THIS
MONITORING.

» IF YOU DO NOT CONSENT TO THIS MONITORING, OR IF YOU ARE NOT AN
AUTHORIZED USER PLEASE CLOSE YOUR BROWSER TO EXIT THE SYSTEM

» IF YOU ARE AN AUTHORIZED USER AND CONSENT, PRESS "I AGREE" TO
INDICATE YOU AGREE TO ALL THE CONDITIONS STATED HEREIN

| agree
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